
Granting Permission - Metered data
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Requests service from 
ATP

Redirects consumer to 
CCS
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Consumer 
wishes to 
continue

Presents the consumer
with the information 

relating to the 
permission

Accepts or declines to 
give permission

CCS permission record
created and stored

ATP permission 
information stored
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Data received
Data used for service 

provision

Service receivedLogs into CCS account

Sends PAR including the 
permission schema to 

CCS

Yes

Message sent to ATP 
that the consumer has
not given permission 
for data sharing and 
consumer redirected 

back to ATP

Declines

Returns the unique 
reference for the request 
(request_uri) to enable 

redirection

Account

Authorisation code 
shared with the ATP 

and consumer 
redirected back to ATP

MFA completed if 
required

No

Check if consumer has a 
CCS account

Permission schema 
validation

Permission schema 
validation successful

Asks consumer to 
confirm if they wish to 
give permission for the

data to be shared

Yes

Accepts

Access token and data
request shared with 

EDH

Exchanges the 
authorisation code for a

refresh token and 
access token

Refresh token and 
access token provided 

to ATP

Consumer registration
Full registration 

process completed
Yes

No

Provides email address

Validates email using OTP

No account

Access token received Access token valid Data shared with ATP

Invalid access token 
response sent to ATP

No

Validates the access 
token

Returning consumer 
address check

Address check successful Yes

No

Failed permission 
schema response sent 

to ATP

No

EDH required to store 
permission information 

for ongoing notifications

EDH permission 
information stored

Yes No

Yes

Account creation 
finalisation



Consumer registration
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Consumer redirected 
to IDV provider with 
any inputs from ATP 

shared

Identity and occupancy 
verification

Successful IDV 
response received with

IDV outputs

Address look up against 
REC Enquiry Service 
database to match 

address with MPxN(s)

Consumer recorded as
an verified occupant 
for identified MPxNs

Failed IDV response 
received with details 

of failure

Message sent to ATP 
that we could not 

validate consumer and 
consumer redirected 

back to ATP

Message sent to ATP 
that we could not match
the consumer to an 

MPxN(s) and consumer 
redirect back to ATP

Identity and 
occupancy verification

successful

No

IDV failure information
presented to the 

consumer

Yes

MPxN failure 
information presented 

to consumer

MPxN matching 
successful

No

MPxN(s) stored against
consumers account

Identity and 
occupancy verification

stored against 
consumers account



Identity and Occupancy Verification
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Consumer redirected 
to do identity and 

occupancy verification

Consumer redirected to 
do occupancy verification 
only (identity verification 

already completed)

Chooses whether to 
do identity verification 
using banking 

verification or photo ID

Takes a picture of their
photo ID

Selects their bank 
account

Completes biometric 
verification face scan

Confirms identity 
through online bank 

account

Provides information 
to login with bank 

account

Identity verification 
successful

Consumer has 
attempted both 

identity verification 
journeys

Identity failure 
message shared with 

CCS

Consumer prompted 
to complete 

alternative verification
journey

Identity verification 
successful

Provides any additional 
information required for 

occupancy verification if not 
already provided by CCS or 
through identity verification

Initiates credit 
reference and address

checks to verify 
occupancy

CRA occupancy 
verification successful

Occupancy failure 
message shared with 

CCS

IDV success message 
and IDV outputs 
shared with CCS

No No

Yes

Yes

No

Yes

No

Yes
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Optional: Sets up 
passkey

Sets password

Confirmation of 
account creation email 

sent to consumer

Uses email provided by 
consumer

Account creation finalisation



Returning consumer address check
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Address provided by 
ATP

Consumer has verified 
occupancy for a property 

against CCS account

Confirms if address is still 
correct

Change of address

Yes

Correct

Check address matches 
what is verified within CCS

Confirms which address is 
correct or enters new 

address

CCS address

No

Yes

Matches

Mismatch

Alternative address

Incorrect

No

Change of address 
successful

Success

Failed IDV response sent 
to ATP and consumer 

redirected back to ATP

Fail
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Identity and occupancy 
verification

Initiates address 
change through CCS 

portal

Change of address 
required identified 

during a grant consent
journey

Consumer removed as
verified occupant at 

previous address

Confirms they are no 
longer the occupant 

at the previous 
address

Provides new address

Consumer redirected 
to IDV provider

Occupancy 
successfully verified at

new address

Occupancy 
verification stored 
against consumers 

account

Address look up against 
REC Enquiry Service 
database to match 

address with MPxN(s)

Consumer recorded as
an verified occupant 
for identified MPxNs

Failed MPxN matching 
response sent to ATP 

and consumer 
redirected back to ATP

MPxN failure 
information presented 

to consumer

MPxN(s) identified

No

MPxN(s) stored against
consumers account

Yes

Failed occupancy 
verification 

information shown to 
consumer

Change of occupancy 
initiated during a 

grant journey

Yes

No

No

Yes

Change of Address



ATP accessing data for long term permission
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Wants to access data 
for a permission 

record already exists

Provides refresh token 
to CCS

Checks permission is 
still in place

Error response sent to 
ATP permission is no 

long in place

No permission

Provides ATP with 
access token

Permission

Receives access token Data received
Data used for service 

provision

Access token and data
request shared with 

EDH

Access token and data
request received

Data shared with ATP

Error response sent to 
ATP that access token 

was not valid

Invalid

ValidChecks the access 
token is valid
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Notifies ATP they want
to revoke permission

C
C

S

Explains to consumer 
the affect on the 

service if permission is 
revoked

Permission recorded 
updated

Notification of 
revocation shared with 

CCS with revocation 
reason

ATP permission 
information updated

No

ATP identifies a reason
to stop data sharing 

and revokes 
permission

Optional: consumer 
provides revocation 

reason

ATP provides 
revocation reason

Yes

Consumer revokes 
permission

Confirms with ATP 
permission has been 

revoked
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Checks if EDH has SSF
set up 

No SSF

Notifies EDH 
permission has been 

revoked

EDH permission 
information updated

Ensures ATP doesn't 
receive any scheduled 

data information or 
event notifications

Revoking permission - ATP
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ATP permission 
information updated

Notification of 
revocation sent to ATP

Permission record 
updated

Logs into CCS account
on central portal

Navigates to 
permission they wish 

to revoke

Explains to consumer 
the affect on the 

service if permission is 
revoked

Consumer revokes 
permission

Optional: consumer 
provides revocation 

reason

Yes

No
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Checks if EDH has SSF 
set up 

No SSF

Notifies EDH 
permission has been 

revoked

EDH permission 
information updated

Ensures ATP doesn't 
receive any scheduled 

data information or 
event notifications

Revoking permission - CCS
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Consumer interacts 
with ATP to renew 

existing data sharing 
permission

C
C

S

Sends PAR with the 
original grant ID 
included in the 

permission schema to 
initiate renewal with 

CCS

Logs into CCS 
account

Present consumer 
with renewal 
information

Confirms if they want 
to extend permission

Message sent to ATP 
that permission was not 
extended and consumer 

returned to ATP

CCS permission 
record updated

Message sent to ATP that
permission was extended 
and consumer returned 

to ATP

ATP permission 
information updated

Permission not extended

Permission extended

Consumer identifies a 
permission about to 

expire within the CCS 
portal

Consumer redirected 
to ATP from the CCS 

portal

Asks consumer to 
confirm if they still live 
at the property stored 

in their account

Address correct

Returns the unique 
reference for the request 
(request_uri) to enable 

redirection

Redirects consumer to 
CCS

Change of address 
process

Updated address 
verification successful

Yes

No

Renewing permission - ATP led



Queried permission - CCS
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Identifies unexpected 
permission record 

against their account

Raises a query against
unexpected 

permission record

C
C

S

Investigation initiated 
against the permission

record

Outcome of the 
assessment logged 
within CCS within the 

timeframe

Query updated with 
investigation outcome 

and closed

Query and termination 
reason received and 

ATP permission 
information updated

Query logged against 
permission record

[X] days

Accesses ATP contact 
details through CCS 

portal

Permission terminated
ensuring data sharing 

is stopped

Permission record 
updated

Notification of query 
and data sharing 
termination sent to 

ATP for investigation

Revoking permission - 
CCS

Records reason for 
query

Outcome of the 
assessment logged 
within CCS

Permission seen under 
'permission granted by

me' in the portal

Consumer wants to 
escalate concern

Checks if EDH has SSF 
set up 

No SSF

Notifies EDH 
permission has been 

revoked

SSF

EDH permission 
information updated

Ensures ATP doesn't 
receive any scheduled 

data information or 
event notifications
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YesYes

NoNo



Scheduled data requests
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Wants to access data 
which requires a 

scheduled request

Provides access token 
to EDH

Checks permission is 
still in place

Error response sent to 
ATP permission is no 

long in place

No permission

Provides ATP with 
access token

Permission

Receives access token Data received
Data used for service 

provision
Access token shared 

with EDH

Access token received Data shared with ATP

Error response sent to 
ATP that access token 
was not valid

Invalid

ValidChecks the access 
token is valid

Stores permission 
information (grant Id 

and expiry)

Creates scheduled 
data request

Data is ready for ATP
Notifies ATP data is 

available

Checks permission 
revocation hasn't been

received

Receives data 
notification

Provides refresh token 
to CCS


